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= Beset by escalating geopolitical
tensions and high interest rates,
2023 saw significant declines in
cybersecurity sector deal volume.
However, the first half of 2024 has
shown a significant turnaround, with
cybersecurity deal activity heating up
considerably - Q2 2024 deal volume
reached $11.1billion, marking the
highest quarterly deal volume since
Q22022

Q2 was headlined by several $1billion+
transactions, including Thoma Bravo's
take-private of Darktrace ($5.3 billion)
and CyberArk’s acquisition of Venafi
($1.5 billion), which drove a sharp
increase in quarterly M&A volume,
signaling renewed investor confidence
in the M&A market

Despite lingering inflation and high
interest rates over the last 12 months,
the Cyber Public Index of 21 vendors
has risen by 30%. Additionally, from
its January 2023 low, the Index has
surged more than 66%, underscoring
the sector’s robustness amidst a
broader market recovery

In the second half of 2024,
cybersecurity trends to focus on
include bad actors sophisticating their
attacks through Al, identity solutions
becoming increasingly important,
CISOs focusing on shoring up the
basics of their security practices

and continuous threat exposure
management (CTEM) continuing to
be a top initiative for security leaders
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Q2 2024 Cybersecurity M&A and Investment Volumes Increase
Over Q1, Reversing Several Consecutive Quarterly Declines

OVERVIEW

= After consecutive quarterly declines, Q2-24 notched
the highest cybersecurity mergers and acquisitions
(M&A) deal volume since Q2-22, coming in at $11.1 billion,
substantially surpassing the five-year quarterly average
of $8.3 billion

= Although deal count decreased slightly from Q1-24, Q2’s
45 transactions remain in-line with the five-year historical
average

= Additionally, TH 2024’s deal volume of $12.7 billion
represents more than double 1H 2023’s deal volume
of $5.2 billion , while deal count remained largely flat,
signaling growing confidence in the M&A market as
parties are willing to execute larger transactions

= Q2 also saw an uptick in growth investment activity for
the first time in several quarters, with investment volumes
increasing from Q1 and on a year-over-year basis
(see chart on next page)

QUARTERLY CYBER M&A ACTIVITY
$13.9

= Q2 growth investment deal count remained largely
flat compared with Q1 and declined on a year-over-
year basis, likely signaling some remaining interest rate
uncertainty

= As 2024 progresses, it is becoming apparent that the
deal environment is strengthening. Strategics and
financial sponsors express growing eagerness to deploy
capital for M&A and investment after a quiet 2023. With
interest rates stabilizing and a record level of dry powder,
conditions are increasingly in favor of hitting the go
button as we anticipate what the remainder of 2024 will
hold

= The pipeline of worthy cyber initial public offering
candidates is extremely promising, and we anticipate
a spate of companies going public when the window
opens, which historically presages a strong rise in overall
deal and investment activity
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NOTABLE Q2 2024 CYBERSECURITY M&A TRANSACTIONS

Announced

Acquirer

Target,
Subsector

Deal Value /
Multiple of

Announced

e Deal Count

Acquirer

Target,
Subsector

Deal Value /
Multiple of

LTM Revenues LTM Revenues

Jun-24  OCOakley Capital & -TRACING ND /ND May-24 4% paloalto’ Radar $500 million / 5.0x
MDR/MSSP s NEeene SIEM (IBM divestiture)
Jun-24 TPDI Wnuspire ND /ND Apr-24 [ THOMABRAVO DARKTRACE $5.3 billion / 8.1
TECHNOLOGIES MDR / MSSP SecOps & IR
Jun-24  FEERTINET J LACEWORK ND /ND Apr-24 KnewBe4 & egress ND /ND
Cloud Security Messaging Security
Jun-24 @tenable" vé¢eureka $30 million / ND Apr-24 [al BeyondTrust antitle ND /ND
Data Security 1AM
@ Quorum ; AIRGAP |
Jun-24 Il Charlesbank Il Cyber ND /ND Apr-24 @S> zscaler Network & Infrastructure ND /ND
MDR / MSSP Security
May-24 [, CYBERARK V Venafi $15billion/103x  Apr-24 'ARMI& ssilk. ND /ND
o 1AM SecOps & IR
' +
May-24 207 LogRhythm  Zz€Xabeam'  ssoomilion/33x  Apr-24 WIZ Gem $350 million / ND
SIEM Cloud Security

Sources: 451 Research / S&P Capital IQ, Crunchbase, PitchBook, public sources and Lincoln estimates
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Q2 2024 Cybersecurity M&A and Investment Volumes Increase

Over Q1, Reversing Several Consecutive Quarterly Declines (cont.)
QUARTERLY CYBER GROWTH ACTIVITY
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NOTABLE Q2 2024 CYBERSECURITY GROWTH INVESTMENTS

$ Raised in
Round

$ Raised in

Round Announced Company Subsector

Announced Company Subsector

Network & Infrastructure

Jun-24 Ea PortSW|gger Application Security $112 million Apr-24 corelght Security $150 million

Jun-24 @HUNTRL:SS Endpoint Security $180 million Apr-24 @ Istand Web Security $175 million
+

May-24 WIZ Cloud Security $1.0 billion Apr-24  THREATLOCKER  Threat Intelligence $300 million

May-24 L‘ LUMOoS IAM $35 million Apr-24 CYERA Data Security $300 million

Public Cyber Valuations Continue Strong Start in Q2 2024

= Qver the last 12 months, the Cyber Public Index of 21 vendors increased by approximately 30%, outpacing the NASDAQ
which increased by approximately 29% over the same period

= Through the completion of Q2, the Cyber Public Index has surged by 66% from its three-year low recorded on January 5,
2023, showcasing the continued strength of the sector alongside a broader recovery of public valuations

= Growth continues to be the primary driver of valuation, with publicly traded cybersecurity firms that are projected
to achieve over 20% revenue growth in 2024 experiencing an 80% increase in stock prices over the past 12 months.
However, it is worth noting that the heightened interest rate environment over the last 24 months has reduced the
overall pool of investment capital, resulting in a strategic shift towards balancing profitability with growth. Reflecting
this trend, 95% of publicly traded cyber vendors expect to achieve a positive EBITDA marginin 2024, a notable increase
from just 52% in 2022

100.0%
80.0% 80%
60.0%
40.0% 33%
30%
20.0% 29%
0.0%
(20.0%)

Jul-23 Aug-23 Sep-23 Oct-23 Nov-23 Dec-23 Jan-24 Feb-24 Mar-24 Apr-24 May-24 Jun-24 Jul-24

e PUblic Cyber Index: ATEN, AKAM, CHKP, NET, CRWD, CYBR, FFIV, FTNT, OKTA, OSPN, PANW, QLYS, RDWR, RPD, SCWX, S, TENB, 4704, VRNS, VRSN, ZS
e NASDAQ Composite Index

== Cyber Publics with Projected Revenue >25%: NET, CRWD, CYBR, S, ZS

e Cyber Publics Projected to Achieve Rule of 40: AKAM, CHKP, NET, CRWD, PANW, QLYS, VRSN, ZS

Sources: 451 Research / S&P Capital IQ, Crunchbase, PitchBook, public sources and Lincoln estimates
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Looking Ahead to the Second Half of 2024 and Beyond

= Continued Exploitation of Al While Counterattacks

Lag: Cybercriminals are increasingly exploiting artificial
intelligence (Al) to power their attacks with more realistic
deepfakes and intricate phishing techniques. Generative
Al tools can create advanced and more targeted business
email compromise (BEC) campaigns, while voice cloning
tools are seeing rapid development in their clarity and
complexity, driving more dangerous social engineering
attacks. However, while Al is being utilized to bolster
security teams’ ability to detect, track and respond to
threats, the adoption of Al-driven solutions has lagged
behind their accelerated utilization by bad actors,
allowing these individuals to exploit the gap

Increasing Importance of Ildentity: The shift to the
cloud has driven an increased necessity for identity,
privileged access management (PAM); authentication
(AuthN) and authorization (AuthZ) solutions to ensure
only authorized access is granted to essential resources.
The growth of Software as a Service (SaaS) application
and the introduction of non-human entities necessitate
the reinvention of these identity frameworks and
reassessment of incumbent identity security measures.
Implementing tools like multi-factor authentication
(MFA) and advanced identity management is expected
to be a focus for organizations as Al-fueled attacks place
increased stress on identity management practices

= CISOs Focus on Simplification of Security: Thus far,

demand from CISOs for Al-powered solutions has not
met the proliferation of these companies. Instead, many
CISOs are prioritizing basic security hygiene initiatives,
like patching old code with known vulnerabilities.
Moreover, CISOs are tasked with greater disclosure
and reporting requirements of their security incidents
and risk management practices. As the Al-fueled threat
landscape evolves rapidly, CISOs are addressing basic
needs before tackling more complex initiatives. Solutions
that efficiently assist CISOs with tasks like compliance,
risk and governance and free them up to strategize
around more advanced products, are expected to see
increased demand

CTEM Continues to Be a Top Initiative: Surfaces
for organizational attacks have continued to expand
drastically through thefirst half of 2024, with digitalization
and the rapid adoption of SaaS products increasing
potential exposures. CTEM programs have helped
security leaders by providing visibility into exposures,
allowing for focused remediation of wvulnerabilities.
Features such as automated penetration testing and
breach and attack simulation provide firms with constant
vulnerability assessments, driving the anticipated
continuation of CTEM as a top security initiative for firms

Recent Cyber Take-Private Activity and Leading Cyber IPO

Candidates

Take-Private
Announced

Acquirer Target, Subsector

Enterprise Value

Most Recent Pre-
Money Valuation with
Equity Raise / Date(

Upcoming IPO
Candidate, Subsector

Money Raised
to Date®

+
Apr-24 ) THomAaBRAVO  DARKTRACE $5.4 billion WIZ $11.0 billion / May-24 $1.8 billion
Network Security Cloud Security
Feb-24 |I : |I HAVELI (¥) ZEROFOX $350 million N netslkope  s72bilion/Jan-23 $1.5 billion
Attack Surface Mgmt. Cloud Security
—
Jan-24 Hewlett Packard JunipPer $14.0 billion ' AVBI((:)-II:::C $4.2 billion / Nov-23 $1.1billion
Enterprise
Network Security Managed Security
Sep-23 L splunk“> $28.0 billion 8 snyk $7.2 billion / Jan-23 $1.1 billion
CIsCO ) o )
Data Analytics Application Security
May-23 CROSSPOINT .:‘.u '’ABSOLUTE $870 million onetrust $4.4 billion / Jul-23 $1.1 billion
capitaL ® ¢
Network Security Risk & Compliance
Apr-23 l THOMABRAVO 'n:qc’]‘RGE'\:\IhSIICS $1.3 billion I Fireblocks $7.5 billion / May-24 $1.0 billion

Data Management
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Note: (1) Includes latest disclosed series funding round; (2) Sum of known capital injected since last majority transaction or recapitalization
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Recent Cyber Take-Private Activity and Leading Cyber IPO
Candidates (cont.)

Most Recent Pre-
Money Valuation with
Equity Raise / Date™

Money Raised
to Date®

Upcoming IPO
Candidate, Subsector

Take-Private
Announced

Acquirer Target, Subsector Enterprise Value

Feb-23 gcg sumo Iogic $1.7 billion ﬁTANIUM $8.9 billion / May-22 $980 million
PARTNERS Security Analytics Endpoint Security
Oct-22 i} THOMABRAVO (" ForgeRock  $23billion 1Password $62billon /Jan-22  $950 million
IAM IAM
”
Sep-22 v KnewBe4 $4.6 billion 'ARMI& $3.4billion / Nov-21 $740 million
VISTA Risk & Compliance loT
Aug-22 i} THOMABRAVO HPingldentity. $2.7 billion [fIJ illumio $2.8 billion / Aug-21 $580 million
IAM Cloud Security
Aug-22 opentext“ L lf‘:’lll:lif:ﬁg $5.8 billion {ransmit $2.2 billion / Jun-21 $580 million
Messaging Security IAM
May-22 © BROADCOM vmware $61.0 billion THREATLOCKER $870 million / Apr-24 $240 million
Cloud Security Endpoint Security

Note: (1) Includes latest disclosed series funding round; (2) Sum of known capital injected since last majority transaction or recapitalization
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Select Lincoln Cybersecurity M&A & Financing Transactions

sekoia a

*oERICOM
and its Israeli entity
has received a minority

have been sold to
equity investment from

cradlepoint
O BrightPixel ) BANGUE de. ] Connect Beyond
Sonad '” TERRITOIRES
apart of
BNP PARIBAS
OMNES ~ Seenture— Z cricsson
Capital Raise Sell-Side
LIRS == i
©) 3%
(D zecOps apasx
NEW ALPHA

ASSET MANAGEMENT

has been sold to
have acquired a
majority stake of

“A jamf £ MalLNBLACK
Sell-Side Buy-Side
= 1
@ Code‘z A majority stake of
has sold .
K eperi
"1 crRASHPLAN
has been sold to
to

EQUISTONE
Sell-Side Sell-Side
©) sonTia E)DFLABS

a portfolio company of
WICIG has been sold to

has acquired

CYBERSCOUT sumo logic
Acquisition Financing Sell-Side
= "=
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ELLIOTT

has sold

ThreatINSICHT
adivision of
Gigamon

to

F::RTINET
Sell-Side

| =

—

AL ]
SSSE UNIFIED COMPLIANCE FRAMEWORK'
The Science of Compliance®
has been recapitalized by

Allomer|Capital

Sell-Side

=

—

IK Partners

has acquired

TRUESEC

from

Buy-Side

7

)
(1

W

Management and investors

kLRON arvato

BERTELSMANN

have sold

N
@
SECUREDTOUCH

to

[l Pingldentity

Sell-Side

= .- =

llusive
has been sold to
proofpoint
a portfolio company of
iV THOMABRAVO
Sell-Side

= =

—_— =

TURN
RIVER

has acquired
and taken private

tufin

Acquisition Financing
Buy-Side
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Buy-Side
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has been sold to

1
helpéystems

Sell-Side

=

—=
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About Lincoln
International

We are trusted investment banking
advisors to business owners and senior
executives of leading private equity
firms and their portfolio companies and
to public and privately held companies
around the world. Our services include
mergers and acquisitions advisory, private
funds and capital markets advisory, and
valuations and fairness opinions. As one
tightly integrated team of more than
950 employees in more than 20 offices
in 15 countries, we offer an unobstructed
perspective on the global private capital
markets, backed by superb execution and
a deep commitment to client success.
With extensive industry knowledge and
relationships, timely market intelligence
and strategic insights, we forge deep,
productive clientrelationships that endure
fordecades. Connectwith ustolearn more
at www.lincolninternational.com.

Advisory Services

Mergers & Acquisitions
Capital Advisory
Private Funds Advisory
Valuations & Opinions

Lincoln’s Global Technology,
Media & Telecom Group

Connected to Clients’ Ambitions

Encompassing both physical assets and intellectual property,

the technology, media & telecom (TMT) industry has expansive
opportunities for investors and entrepreneurs. Our global network of
professionals, our strong relationships with industry leaders and our
deep expertise in a variety of TMT verticals combine to serve the unique
needs of clients capitalizing on change within a sector that is highly
integrated into nearly every service and product. Our connections,
along with our track record of exceptional results, give us the edge to
provide our clients with creative and innovative financial solutions.

Contributors

UNITED STATES

Scott Twibell

Managing Director | New York
+1(212) 277-8104
stwibell@lincolninternational.com

William Bowmer

Managing Director | New York
+1(415) 949-4951
wbowmer@lincolninternational.com

Alejandro Yu

Director | New York

+1(212) 277-8108
ayu@lincolninternational.com

EUROPE
Chris Brooks

Managing Director | London
+44 207632 5248
cbrooks@lincolninternational.com

Fredrik Bolander

Managing Director | Stockholm

+46 (0) 70 828 46 66
fbolander@lincolninternational.com

Matthieu Rosset

Managing Director | Paris
+33(0)153531723
mrosset@lincolninternational.com

Dil Kunnummal
Director | London
+44 207632 5232
dkunnummal@lincolninternational.com

Connect with a professional in Lincoln International’s Technology, Media & Telecom Group at
www.lincolninternational.com/technology
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